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1 Introduction

This guide provides information about installing the Case Notebook Remote Access Server (RAS). Case Notebook is an electronic
organizer and deposition tool for saving and working with important documents, research, and transcripts. Case Notebook is
installed on each user’'s computer. RAS provides remote access to your Case Notebook cases via the Internet and replaces all
LiveNote Web products. When you finish working on a case in RAS, your changes are saved to the server. After you close a remote
case, you must log on to another remote session to access the case again.

When you access a case remotely, most of the features in Case Notebook are available. However, RAS does not allow a user to
copy a case, administer remote cases using Case Notebook Administration, or connect to LiveNote Realtime.

Note: To connect to Realtime in a case you access through RAS, you must replicate the case offline.

Licensing
RAS requires a separate license. To purchase a license, contact your Thomson Reuters sales representative. For information on
allocating seats for RAS, access the Case Notebook Administration help via the Help menu in the Case Notebook Administration

application or consult the Case Notebook Administration User Guide at https://store.legal.thomsonreuters.com/law-
products/c/Case-Notebook-User-Guide/p/990001143.

System Requirements

You will need Case Notebook Repository version 2 or later to use RAS. When connecting via RAS, the version of RAS should match
the installed versions of Case Notebook. Note that cases that need to be upgraded may not be accessible through RAS and that
you cannot perform major case upgrades when connecting via RAS.

SUPPORTED OPERATING SYSTEMS
e Windows Server 2016
e Windows Server 2019
e  Windows Server 2022

Automatic Detection and Configuration

RAS verifies and, if necessary, sets network privileges on the RAS installation folders to the following:

e traverse folder/execute file e write attributes

e list folder/read data e write extended attributes
e read attributes e delete sub-folders and file
e read extended attributes e delete

e  create files/write data e read permissions

e create folders/append data

Note: To access case files on the repository server, you must set required permissions manually for all case folders and sub-
folders.

For security purposes, it is recommended that you install RAS on a separate machine from Case Notebook Repository. Additionally,
you should set up RAS to use Secure Sockets Layer (SSL) cryptographic protocol.
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2 Installing lIS

Before you install RAS, you must first install Internet Information Services (IIS) on the server where RAS will be installed. If you do not
plan to use the default IIS website, create a new website in IIS for RAS. For more information, see “Creating a RAS Website in I1S” on

page 8.

You can install IS on Windows Server 2016, Windows Server 2019, and Windows Server 2022.

Note: It is recommended that you have your Windows Server installation media available as it may be required to complete

the installation of IIS.

Installing IIS on Windows Server 2019 or 2022 Editions
For Windows Server 2019 and 2022 editions, RAS requires ASP.NET and IIS 6 Management Compatibility to recognize your website.

1. Click the Start menu and click Windows Administrative Tools.
2. Double-click Server Manager.
3. Click Add Roles and Features.
4. Verify the tasks provided and click Next.
5. Select the Role-based or feature-based installation option and click Next.
6. Select the Select a server from the server pool option, select a server, and click Next.
7. Select the Web Server (lIS) check box. If you are prompted to add other features, click Add Features.
E;. Add Roles and Features Wizard - O X
+ DESTINATION SERVER
Select server roles
Before You Begin Select one or more roles to install on the selected server.
Installation Tyge Roles Description
[ Active Directory Certificate Services Web Server (IIS) provides a reliable,
[] Active Directory Domain Services mantage.able., and scalable Web
[] Active Directory Federation Services application infrastructure.
[ Active Directory Lightweight Directory Services
() [[] Active Directory Rights Management Services
FL N S e [[] Device Health Attestation
T ] DHCP Server
Confirmation [C] DNS Server
[] Fax Server
i [m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service
O Hyper-V
[[] Network Policy and Access Services
[] Print and Document Services
[C] Remote Access
[] Remote Desktop Services
[J Volume Activation Services
[] Windows Deployment Services
[] Windows Server Update Services
v | vt il
8.  Click Next.

9. Click Next and click Next again. The Role Services selection is displayed.
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10. Expand the Application Development option and select the appropriate ASP.NET option. Ensure you select ASP.NET 3.5
and ASP.NET 4.7 for the IIS Web Service Extension needed for RAS. If you are prompted to add other features, click Add
Features.

& Add Roles and Features Wizard — m| X

DESTINATION SERVER

Select role services

Before You Bagin Select the role services to install for Web Server (11S)

Installation Type Role services Description

Server Selection ASP.NET provides a server side
object oriented programming
environment for building Web sites
and Web applications using
managed code. ASP.NET is not
simply a new version of ASP. Having
NET Extensibility 4.7 been entirely re-architected to
[[] Application Initialization provide a highly productive
] asp programming experience based on
the NET Framework, ASP.NET
ASP.NET 47 provides a robust infrastructure for
O ca building web applications.
ISAPI Extensions
ISAPI Filters
[] Server Side Includes
] WebSocket Protocol
4 [] FTP Server
] FTP Service
[] FTP Extensibility i

L_| 1S Client Certificate Mapping Authenticatic ~
[C] IP and Domain Restrictions
[] URL Authorization
EI Windows Authentication
4 Application Development
.NET Extensibility 3.5

Server Roles

Features

Web Server Role (11S)

Confirmation

[ (e

|<Previms|| Mext > |

1. Scroll down and select the IIS 6 Management Compatibility check box. If you are prompted to add other features, click Add
Features.

f& Add Roles and Features Wizard - o X

Select role services

Before You Begin

Installation Type

Select the role services to install for Web Server (1IS)

Role services

Server Selection
Server Roles

Features

Web Server Role (IIS)

Confirmation

b

[¥| .NET Extensibility 3.5
NET Extensibility 4.7
[] Application Initialization
[] asp

ASP.NET 3.5
ASP.NET 4.7

[ cal

ISAPI Extensions
ISAPI Filters

[ Server Side Includes
D ‘WebSocket Protocol

4 [] FTP Server

[] FTP Service
[[] FTP Extensibility

4 Management Tools

1IS Management Console

IS 6 Management Compatibility
[] 1S Management Scripts and Tools
[[] Management Service

DESTINATION SERVER

Description

IIS 6 Management Compatibility
provides forward compatibility for
your applications and scripts that
use the two 1IS APls, Admin Base
Object (ABO) and Active Directory
Service Interface (ADSI). You can use
existing IS 6 scripts to manage the
IS 10 Web server.

< Previous | | Next >
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12. Click Next, confirm installation selections, and click Install. If you are prompted for original installation media, please
provide it as directed and follow the on-screen instructions.

13. When the installation is finished, click Close, and then close the Server Manager dialog.

14. After the Web Server (IIS) installation is complete, go to Control Panel/All Control Panel ltems/Administrative
Tools/Services and start ASP.NET State Service.

5 Services — O x
File Action View Help
acs | FHEc= HE venp

. Services (Local) . Services (Local)

ASP.NET State Service Marne Description Status Startup Type Log ™
Q;Active}(lnstaller (AxlnstsSV) Provides Us... Manual Loc

Stop the service o - .

Pauee the service -...,?_.AII.Inyn Rcluuter Service Routes Allo... Manual (Trig... Loc

Restart the service £} App Readiness Gets apps re... Manual Loc
Q;Applicatinn Host Helper Ser... Provides ad..  Running  Automatic Loc

o {,,:)_;Applicatiun Identrty Determines ... Manual (Trig... Loc

Description: -».":2 Anplication Inf ‘i Facilitates t Runni M I (Tri L

Provides support for out-of-process : Application Information acilitates t... unning anual (Trig...  Loc

ceccion states for ASPE.NET. If thic £ Application Layer Gateway ... Provides su.., Manual Loc

service is stopped, out-of-process i€}, Application Management Processes in... Manual Loc

rquest;un_ll notbepmcess_ed. If this -.,‘;I?App}( Deployment Service (... Provides inf...  Running  Manual Loc

service is disabled, any services that N y——————— Provide

explicitly depend on it will fail to start. = State semvice e
Lk Auto Time Zone Updater Automatica... Disabled Loc
-.‘.‘;?;Background Intelligent Tran... Transfersfil.. Running  Automatic (D.. Loc
Q;Background Tasks Infrastru.. Windows in... Running  Autornatic Loc
-;,C,:J_;Base Filtering Engine The Base Fil.. Running  Automatic Loc
(€4 Blistanth Sonnart Sendee The Bliustnn KAaniial (Tein Lne

Installing IS on Windows Server 2016 Editions
For Windows Server 2016 editions, RAS requires ASP.NET and IIS 6 Management Compatibility to recognize your website.

Click the Start menu and click Windows Administrative Tools.

Double-click Server Manager.

Click Add Roles and Features.

Verify the tasks provided and click Next.

Select the Role-based or feature-based installation option and click Next.

Select the Select a server from the server pool option, select a server, and click Next.

Select the Web Server (IIS) check box. If you are prompted to add other features, click Add Features.

NowaswN S
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DESTINATION SERVER

Select server roles PR

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection | o Web Server (IIS) provides a reliable,
| [ Application Server manageable, and scalable Web

[] DHCP Server application infrastructure,

[] DNS Server
Web Server Role {IIS) [ Fax Server

Features

Role Services [®] File and Storage Services (1 of 12 installed)
Confirmation [] Hyper-v
[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[[] Remote Desktop Services
[ Volume Activation Services
[ Windows Deployment Services
[] Windows Server Essentials Experience
[] Windows Server Update Services

< Previous | |

8. Click Next.
9. Click Next and click Next again. The Role Services selection is displayed.
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10. Expand the Application Development option and select the appropriate ASP.NET option. Ensure you select ASP.NET 3.5
and ASP.NET 4.6 for the IIS Web Service Extension needed for RAS. If you are prompted to add other features, click Add

Features.
2 Add Roles and Features Wizard — O X
. DESTIMATIONM SERVER
Select role services <o0s358.52015
Before You Begin Select the role services to install for Web Server (IIS)
Installation Type Role services Description
Server Selection [[] Centralized S5L Certificate Support o _APP“CE“‘:"" Deuelopment_prouides
Server Roles [] Client Certificate Mapping Authentication infrastructure for developing and
[] Digest Authentication hosting Web applications. Use these
R [] 1S Client Certificate Mapping Authenticatic features to create We_b content or
Web Server Role (II5) ] IP and Domain Restrictions extend the functionality of [IS. These
] URL Autharization technologies WP'C‘_‘| ly P"'W'_de away
[] Windows Authentication to perform dynamic operations that
Confirmation P result in the creation of HTML
.NET Extensibility 3.5 output, which IS then sends to fulfill
NET Extensibility 4.6 client requests,
[] Application Initialization
0 ase
ASP.NET 2.5
ASPNET 4.6
[ cal
ISAPI Extensions
ISAPI Filters
[] Server Side Includes
[] WebSocket Protacol v
< >
| < Previous | | Mext > | | Install | | Cancel |

1. Scroll down and select the IIS 6 Management Compatibility check box. If you are prompted to add other features, click Add
Features.

DESTINATION SERVER

Select role services A-Win201282-001

Before You Begin Select the role services to install for Web Server (IIS)

Installation Type Role services Description

Server Selection e IIS 6 Management Compatibility
Server Roles ASP.NET 4.5 provides forward compatibility for
O cal your applications and scripts that

R use the two |IS APls, Admin Base
Pl o Object (ABO) and Active Directory
ISAPI Filters Service Interface (ADSI). You can use
[ server Side Includes existing 1S 6 scripts to manage the
Confirmation [] WebSocket Protocol L5 b schiers

4 [] FTP Server
[] FTP Service
[[] FTP Extensibility
4 Management Tools
lIS Management Conscle

II5 6 Management Compatib

Features

Web Server Role {IIS)

[] 115 Management Scripts and Tools

[] Management Service

v
<] W 1]

<Previou5|| Next > |

Installing IIS



12. Click Next, confirm installation selections, and click Install. If you are prompted for original installation media, please
provide it as directed and follow the on-screen instructions.

13. When the installation is finished, click Close, and then close the Server Manager dialog.

14. After the Web Server (IIS) installation is complete, go to Control Panel/All Control Panel ltems/Administrative
Tools/Services and start ASP.NET State Service.

L0 Services - O x
File Action View Help

&9 | F B 6= HE »onmwp

. Services (Local) . Services (Local)
ASP.NET State Service Marme Description Status Startup Type Log ™
x‘j};Active}(Installer (AxlnstSV) Provides Us... Manual Loc
Stop the service & - .
Pause the service :g'.AIIJD}rn Roluter Service Routes Allo... Manual (Trig... Loc
Restart the service -...;f_‘;App Readiness Gets apps re.. Manual Loc
i ication Host Helper Ser... Provides ad... unnin utomatic oC
£k Application Host Helper § Provides ad Running A i L
. Application Identi Determines ... Manual (Trig... Loc
Description: ﬁnppl' tion Inf tyt' Facilitatest.. Running M |(r'g L
Provides support for out-of-process :Application Information acilitates t... unning anual (Trig...  Loc
cession states for ASP.NET. If this £k Application Layer Gateway ... Provides su... Manual Loc
service is stopped, out-of-process £} Application Management Processes in.., Manual Loc
rEqL!ESt,SW'_” nntbeprncess_ed. If this -.‘:JApp}( Deployment Service (... Provides inf...  Running  Manual Loc
service is disabled, any services that D NET State Service Provide Runni M I Ne
explicitly depend on it will fail to start, ASP. State Service rovides su... Running anua 5
‘£l Auto Time Zone Updater Automatica... Disabled Loc
Q;Background Intelligent Tran... Transfersfil.. Running Automatic (D.. Loc
-.'i?;Background Tasks Infrastru.. Windows in.. Running  Automatic Loc
-.,‘.‘;ZJ_EBase Filtering Engine The Base Fil.. Running  Automatic Loc
£} Blictanth Sunnad Sen Tha Bluct KAaniial (Tein I
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3 Creating a RAS Website in [IS

You can use the default website in IIS or create a new one for RAS.

Creating a Website on Windows Server 2016, 2019, or 2022

1. Click the Start menu and click Administrative Tools.
2. Double-click Internet Information Services (lIS) Manager.
3. Click the arrow next to the server in the left frame to expand the list. The Sites folder is listed under the server.

1 | 93 » A-WIN2012R2-001 »
i S "'

File View Help

ﬁ A-WIN2012R2-001 Home

“-' IE‘ l L l& Manage Server

.85 Start Page - Restart
; Filter: « % Go - G Show Al
4095 A-WIN2012R2-001 (A-WIN2DT | o , Start

@ Application Pools ~ Stop

Q. & sites B J m—
b €D Default Web Site = $ View Application Pools
MET

MET .MET Error View Sites
Authorizat.. Compilation Pages ° Get New Web Platform

@ iy Components
-4 l@’ @ Hep

NET NET Trust  Application
Globalization Levels Settings

Connection Machine Key  Pages and
Strings Controls

R & &

Features View ﬁ Content View

4.  Right-click the Sites folder and select Add Web Site.
5. Type a name for the website, such as the name of your company, in the Site name field.
6. Type or browse for a location (physical path) for the website.

8 Creating a RAS Website in IS



Under Binding, type or select an IP address from the field provided; type a port number in the field provided, then click OK.

Site name: Application pool:
|| | |DefanltAppPouE | | Select...
Content Directory
Physical path:
Pass-through authentication
| Lonnect as... | | Test Settings...
Binding
Type: 1P address: Port:
|http v‘ ‘AII Unassigned v‘ |ﬂ]
Host name:
Example: www.contoso.com or marketing.contose.com
[ Start Website immediately
[ oc  |[ canca |

8. The Internet Information Services (1IS) Manager window is redisplayed. Click on the Sites folder to display the Sites in the
center pane. To verify that the site is running, make certain that “Started” is displayed in the Status column, then close the

window.
e HiZ |8 @) sites
- ﬁ‘a Start Page :
: Filter: - WiGo -
493 A-WIN2012R2-001 (A-WIN20T | T s
..... @ _,ﬁ.,p.p“catign Pools "NEFI"IE - In} Status
4.[&] Sites “ Default Web Site 1 Started (http)
[+ a Default Web Site aTest'rngMW 2 Started (http)
A TestingMW

Creating a RAS Website in lIS



4 Adding a RAS Repository

Repositories are areas on a server or computer that store case-related information (e.g. usernames and passwords) created in Case
Notebook Administration. The repository does not store files associated with a case. To access cases with RAS, you must specify a
Case Notebook Repository for the RAS connection. This Repository Server is referenced during the RAS installation.

To add a RAS repository, complete these steps:

1. From Case Notebook, click the Tools menu, point to Advanced, and select Repositories.
2. If you have never connected to a repository, browse for or type the server name or IP address for the repository location. For

example, https://server/wlnras or http://server/wlnras.
a. Click Locate to select from a list of available repositories.

b. If Case Notebook does not display your repository, click Add and browse for or type the server name or IP address
for the repository location.
c.  Upon access to a repository, enter a username and password, if prompted. You can also select to save or change
the password.
3. Click OK. Case Notebook attempts to add the RAS repository to the Repositories list.

10 Adding a RAS Repository



5 Installing RAS

Each instance of RAS can connect to only one repository. However, you can have up to 10 instances of RAS on a server. Simply install
another instance of RAS to connect to a different repository.

When you install RAS, you will need to provide the following:

e Alicense code for RAS.

e A website that will host the RAS web application.

e Aunigue web application name (virtual directory) for each instance of RAS that is to be installed on a single server.

e The name of a server hosting an existing repository and the name of the SQL instance where the repository is installed.
e The domain user (with minimum network service privileges) under which RAS will run.

e Privileges for the repositories or cases.

Upgrades and Previous Versions

If you install RAS on a server where a single instance of a previous version of RAS is already installed, then you will be asked if you
want to remove that instance and install the current version. If you choose to leave the existing instance, a new instance of the
current version of RAS will be installed.

Westlaw Case Motebook RAS 5.8

An existing installation of a previous version of RAS has been found. To upgrade
this installation it must be uninstalled before proceeding. Would you like to
uninstall the existing RAS installation now?

Yes Mo

Note: The installer can only upgrade a single instance of a previous RAS version. If multiple instances of a previous version
are installed, the installer can only create a new instance. In such a case, you can uninstall the existing instances manually
using the Windows Control Panel.

Configuring RAS

It is recommended that you accept the default configuration of RAS during installation. If you need to configure the repository to
which you want to connect, please contact Customer Technical Support at 1-800-290-9378 for further information. You can also visit
the Case Notebook customer support page at https://legal.thomsonreuters.com/en/support/case-notebook.

Installing RAS
1. Click the link for Case Notebook RAS in the email sent to you from Thomson Reuters.
2.  Complete the registration form and click Proceed to Download at the bottom of the page.
3. Click Proceed to Download to save the RAS installer to your computer, then move the file to the server where you want to
install RAS.
4. On the target server, double-click the downloaded file to launch the installer.
Note: A message indicating that you need to install Microsoft Foundation Class Library (MFC) may be displayed.
This application is required for RAS. Click Install to proceed.

Installing RAS n
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10.

1.

2.
13.
14.

Click Next.

Note: If you receive an error message that the ASP.NET Web Service Extension is not installed, refer to “Installing 1IS” on
page 2. If you receive an error message that the ASP.NET 4.0 Web Service Extension is prohibited, refer to “Enabling the
ASP.NET 4.0 Web Service Extension” on page 14.

The License Agreement is displayed. You must scroll to the bottom of the license agreement as you read it, click | agree to
the terms in the license agreement, then click Next.

Type your information and serial number in the fields provided, then click Next.

Type the website name, web application name, and repository server name in the appropriate fields.

e  Forthe website, select the default site or one that you created for RAS.

e You can use the default web application name or a new web application name (without spaces).

Note: The web application name must be unique to the server. If an existing application or instance of RAS is
using the same name, the installer will display an error when you continue.

e If the repository is using the SQL instance created by the Case Notebook Repository installer, you can specify only the

server name. If you are using an existing SQL instance, you must specify the server name and SQL instance as follows:
<SERVER>\<INSTANCE>

In some scenarios you may wish to specify the port number for the repository server name. When doing so, specify as
follows: <SERVER>\<INSTANCE>,<PORTNUMBER>

Note: If you are using the default SQL instance, the server name and instance must be specified as
<SERVER>\MSSQLSERVER.

If you do not want the installer to verify that the specified repository exists, select the Do not validate the Repository Server
name check box, and then click Next.
To change the default installation folder, click Change then click Next.

Note: If you are on a domain controller, you must follow additional instructions. Refer to “Additional Configuration on
Domain Controllers” on page 14.

Type the username and password used to access Case Notebook Repository in the fields provided

Note: For security purposes, do not specify a username and password that allows access to the computer where
you install RAS. It is recommended that you create a separate service account for RAS.

Click Next.
Click Install to begin the installation.
Click Finish.

Installing RAS



Installing Multiple Instances of RAS
You can install up to 10 instances of RAS on the same server. To install multiple instances of RAS, complete these steps:

1. On the server where an existing instance of RAS is installed, double-click the installer that was downloaded previously.
Once the installation begins, the wizard provides you with the option to add a new RAS instance, or to maintain or upgrade
an existing instance.

2. Select Install a new instance, then click Next.

3. Continue with the installation from step 5 under “Installing RAS"” for each instance of RAS you want to install.

Note: If a single instance of a previous version of RAS is installed, then you will be asked if you want to remove that instance
and install the current version. If you choose to leave the existing instance installed, a new instance of the current version of

RAS will be installed.

The installer can only upgrade a single instance of a previous version of RAS. If multiple instances of a previous version are
installed, the installer can only create a new instance. In such a case, you can uninstall the existing instances manually using
the Windows Control Panel.

wilnras - Westlaw Case Motebook RAS 5.8 - InstallShield Wizard

iy This installation lets you install multiple instances of the product, Select the instance you
L1 yuould like to install, and then dick Next to continue:

(®) Install a new instance

C) Maintain or upgrade an existing instance

Product Name Version Location

winras - Westaw Case Notebook RAS 5.8 5.8.0,198 C:'\Program Files (x86) Westaw Case Mo
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6 Troubleshooting

This chapter provides information about tasks that may be required according to your specific installation environment.
e Enabling the ASP.NET 4.0 Web Service Extension
e  Editing the web.config File
e Additional Configuration on Domain Controllers

Enabling the ASP.NET 4.0 Web Service Extension
RAS requires ASP.NET and the ASP.NET Web Service Extension. Follow the steps in the appropriate section below to manually

Click the Start menu, click Administrative Tools.

Click Internet Information Services (IIS) Manager. The Internet Information Services (IIS) Manager page is displayed.
Click the server name under Connections, then double-click the ISAPI and CGl Restrictions icon.

Click the 32-bit version of the ASP.NET Web Extension Service and click Allow under the Actions panel to the right.

Awpn o

Editing the web.config File

If you entered the server name incorrectly or changed the server location, you can edit the server name in the web.config file. It is
recommended that you make a copy of web.config before proceeding.

Click the Start menu, click Administrative Tools.

Click Internet Information Services (IIS) Manager. The Internet Information Services (IIS) Manager window is displayed.
Under Connections, click the arrow next to the server name, and then click arrow next to Sites.

Click the arrow next to the website name where RAS was installed.

Click the name of the RAS web application (wlinras, by default).

Double-click the Application Settings icon in the panel to the right. A list of RAS files is displayed.

Double-click the RASRepositorylocation file.

Type the correct server name in the Value field and click OK.
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Additional Configuration on Domain Controllers

If you install RAS on a domain controller, you must perform the following additional steps:
e (reate a domain user.
e  Add the domain user to the domain controller group.
e Add the domain user as a RAS Application Pool Identity.
e Change permissions for the Reports folder, the Temp folder, and all case folders and sub-folders.
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