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SAP Integration - How to configure HTTPS connection with Determination

Reference:

The most current version of the instructions provided in this document can be found in the ONESOURCE Support
Network in Install Certificate for SAP Global Integration 6.x.x.x.. Please make sure you always download the

most current version.
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Purpose:

The main intend of this document is in assisting an experienced SAP Basis person in setting up a secure
connection (HTTPS) between the SAP system and the ONESOURCE Indirect Tax Determination. This process isn’t
specific to the SAP Integration, but a common task for any SOAP based integration between an SAP and a non-
SAP system. This document assumes that the person doing the setup has extensive experience in this task.

Prerequisites

HTTPS Service
The HTTPS service must be running within your SAP system, make sure this is the case:

1) Check if the HTTPS service is running in transaction SMICM. Go to transaction SMICM. Click on GOTO-

>SERVICES
[5 et Edt [ Goto | Admnitaton  Settngs  System  Hel w
@ Tace Te 'O BHBR BHO0 DR @8
Trace Level v
ICM Moni  Darameter.
= gtatitks » o o
= 8 i g Siori b LEF ¥ E OTATE BaEs O WAy
Hgst tame Buffer b 2
Sgrices  ShiftyFl =t
Deplay Connectons
Release Motes P
HTTP Phig-in »
Back (2]
No. Thread I  Husbec Status Erocessed Request

hdninistration

B openmtion successiuly executed »_-.."', & o5 (3) 400 ™ | POXSASPS032 | INS [y

THe™ 3¢ 0@ =% Q% %™ & .o

2) HTTPS service should be up and running as shown below.

(V] S JH @@ EHE DDLo8 BE 9,
ICM Monitor - Service Display
=1 | & F  F B EAIZHTh B H M4 M

Bctive Services

No. Log Service Name/Port Host Name Keep Blive Proc.Timeo Actv External Bind ACL File
I
) 1 HITE 8000 FOXSRSFS032. corp.osi 600 600 o
L 2 HITES 443 POXSASES032. corp.oai &00 600
(] 3 SMTE 2500 POXSASES032. corp.oai 240 600

Note: If not create a https service by following steps in section Creating HTTPS service.
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SAP Cryptographic Library

The SAP Cryptographic Library must be installed properly:

1) To check the installation of SAP Cryptographic Library, please go to transaction SMICM.
Click on GOTO->PARAMTERS->DISPLAY as shown below

& Lst Edit | Goto | Administration  Settings  System  Help
& Trace Fle ry@ CHE SDo8 BER &
Trace Level »
ICM Moni  Parameters » Display
Statistics » Change _
e ® @ , . H<EHTh HeEa H W
Memory Pipes 3
Host Mame Buffer 3
TEM Status: Services Shift+F1 ©oa
Restart Afte
Trace Level Display Connections
Created Worl Release Motes Fa S 250 { Current / Peak / Maximum )
Connections | S 500 { Current / Peak / Maximum )
Quene Entriq  OT1TP Plug-In * | / 1000 { current / Peak / Maximm )
Back F3
No. Thread ID Humber Status Processed Request
:l;‘_—l_l 1 507a 22.383 Available
L 2 3024 22.286 RAvailable
= 3 260 22.333 Available
= 4 3] 22.3732 Awvailable
= 3 280 22.321 Awvailable
[ 704 22.412 Available

Cryptographic Library Parameters in SMICM:

The following parameters are the file path for SAP Cryptographic Library. Please remember the file name
may be different based on version of the library whether it's COMMONCRYPTOLIB 8 or SAPCRYPTOLIB

5.5.5 and also depends on SAP OS.

HTTPS (55L) settings

icm/HTTES/verify client =1
33f/name = SAPSECULIB
gaf/aafepi 1ib = E:‘\usar\sapiCO5%5¥S\exe\uc\NIAMD64\ sapcrypto.dll

sec/libaapaecu
g3l /33l lib

E:vuary3aphCO5\5YS\exe\uc\NTAMDAL\ sapcrypto.dll
E:‘\usr\saphCO5Y5Y¥S\exe\uc\NTAMDG 4\ sapcrypto.dll

Note: If the SAP Cryptographic Library is not installed properly then please move to section Installing the

SAP Cryptographic Library of this document.
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HTTPS Port Check

Verify whether HTTPS port parameter is present in the SMICM Parameters. To check the https parameter,
navigate to Parameters page in the SMICM transaction as shown above. The HTTPS parameters are shown
below. Please create the parameter if it did not exist.

ICHM Parameter

Services

icm/server port 0
icm/server_port_1
icm/server port 2

FROT=HITF, FORT=8000, TIMEQUT=600, FROCTIMEOUT=600
FROT=HITES, PORT=443, TIMEQUT=600, FROCTIMECUT=600
FROT=5MTF, PORT=2500, TIMEQUT=240, FROCTIMECUT=600

Personal Security Environment (PSE)
Verify whether the required PSE’s have self-signed certificates in transaction STUST. The required PSE’s for
HTTPS connections are

i) System PSE

i) SSL Server Standard PSE
iii) SSL Client Standard PSE
iv) SSL Client Anonymous PSE

Make sure you check each one of them, below a sample for “System PSE”

Trust Manager

v {(J System PSE System PSE

= 3 SNC SAPCryptolib Own Certificate

» [J SL server Standard

» [ SSL dlient SSL Client (Anonyr || OWner CN=CO05, OU=10020735122, QU=5AP Web AS, O=5AP Trust C..
v [ ssL client SSL Clent (Standa | | |23 (Self-Signed)

- % 55L client WSSE Web Servic

» 3 WS Security Standard e

« ¥ WS Security Other System E
v [J W5 Security WS Security Ke'
+ & Fie

» ¥ S5SF Collaboration Integration
+ [ S5F E-Leamning

Owner

=

Note: If the above mentioned PSE’s did not have self-signed certificate, create it by following steps in section
Creating Self-Signed Certificates in the PSE.
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Installing the Certificates

Downloading Security Certificates
Please follow the instructions provided via the Download Security Certificate.pdf document.

Certificate Install
Once you have downloaded the relevant certificates you need to install them in SAP following these steps:

1) Go to transaction STRUST, double click on the SSL client (Anonymous) PSE:

Trust Manager

» [J System PSE

- % SNC SAPCryptoli Owner CH=anonymaus
» (7 SSL server Standard |@"| (Self-Signed)

» ICJ S5L client SSL Client (Anony]
» [ sSL client SSL Client (Standa Certificate List
+ ¥ 55L client WSSE Web Servic

« ¥ WS Security Standard Dwrler -

- % WS Security Other System E CN="*.corp.ositax.com, OU=10020735122, QU=SAP Web AS, ..

» 1 WS Security W5 Security Ke CN="*.hostedtax.thomsonreuters.com, O=Thomson Reuters, .

+ &2 File -
+ ¥ 5SF Colaboration Integration -

» [J SSF E-Learning |g|

|E=3 Veri. PSE ||e| Password

Certificate
Owner
Issuer
Serial Number (Hex.)
Serial Number (Dec.)
Valid From to
Algorithm Key Length
Check Sum (MD5)
Checksum (SHAL)

& [BF  Addto certificate List
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2) Go to menu Certificate -> Import. In the pop-up browse to the certificate file at the location you
downloaded it in the prior step and select that file. Make sure the file format matches the one you used
for the download, then Enter.

& | O CeQ CHE ODLOD  EE @B
Trust Manager
v [J System PSE | SSL client SSL Client (Anonymo |
v [ SNC SAPCryptolib [ Own Certficate |
» [J 55L server Standard T |
v (7 sSL dient SSL Client (Anonyt CN=anonymous
» [J ssL dlient SSL Client (Standa (Self-Signed)
+ 3 SsL dlient WSSE Web Servic [E Import Certificate =
+ ¥ Ws Security Standard Certifica
+ 3 WS Security Other System E Fle | Database | Addr. Book | Directory service | SAP System | I
+ ¥ WS Security WS Security Ker
* & File File path |C:\Users\uB022748\Desktoproot. cer
v+ [J SSF E-Leamning
| File format |
() Binary
(%) Baset4
@
| certfiicat ]
Owner
Issuer
Serial N
Serial M
Valid Fr
Algorith
Check £
Checksurm [SHALJS )
B¥  Add to Certificate List
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3) Click Add to Certificate List button at the end of the screen and finally click on Save

& FJdE @@ CHE DDO8 BEE @@

Trust Manager

+ [ system PSE

- ¥ SNC SAPCryptolib —
v [J SSL server Standard |@"|

+ [T SSL client SSL Client (Anony]

» [J S5L client 55L Client {Standa Certificate List
= 3 SSL client WSSE Web Servio

- ¥ WS Security Standard

- ¥ Ws Security Other System E

v [0 WS Security WS Security Ker
»

Owner

2 File
# SSF Colaboration Integration
(1 SSF E-Learning |@|

CN=anonymous
(Self-Signed)

Cwner

CN=%*.corp.ositax.com, OU=I0020735122, OU=SAP Web AS
CN==_hostedtax.thomsonreuters.com, O=Thomson Reuters, .
CH=WeriSign Class 3 Public Primary Certification Authority - G5,.. .

-

[B  venrse [&

Password

Certificate
Owner
Issuer
Serial Number (Hex.)
Serial Mumber (Dec.)
Valid From
Algorithm
Check Sum (MD5)
Checksum [(SHA1)

[FE)

CMN=VeriSign Class 3 Public Primary Certification Authority - G5, O..
CM=VeriSign Class 3 Public Primary Certification Authority - G5, O
18DAD19E267DESBBB4A2158CDCCGB3IB4A
33037644167568058970164719475676101450
08.11.20068|00:00:00 fo 16.07.2036|23:59:59
RSR Key Length 2048
CB:17:E4:31:67:3E:E2:09:FE:45:57:93:F3:0A:FA:1C
4EB6DS57E8499B1CCEFSFS81ERDSEBE3DOB6T44A5ES

= Add to Certificate List |

NOTE: In some older version of SAP, the Internet Communication Manager (ICM) has to be restarted if you
install new certificates. In those cases please restart the ICM in transaction SMICM.

Configure Integration for SAP

Follow the instructions provided in the Integration for SAP Install Guide in chapter Connecting SAP and

Determination.
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Supporting Documentation

Installing the SAP Cryptographic Library
Download SAP Cryptographic Library from SAP Market Place in the Installations and Upgrades section, and
follow the below steps to deploy the library:

As user <sid>adm:

1)

2)

3)

4)

5)

Extract the contents of the SAP Cryptographic Library installation package.

Copy the library file and the configuration tool sapgenpse.exe to the directory specified by the
application server's profile parameter DIR_EXECUTABLE. In the following, we represent this directory
with the notation$(DIR_EXECUTABLE).

UNIX:

DIR_EXECUTABLE: /usr/sap/<SID>/SYS/exe/run/
Location of SAP Cryptographic Library: /usr/sap/<SID>/SYS/exe/run/libsapcrypto.so

Windows NT:

DIR_EXECUTABLE: <DRIVE>:\usr\sap\<SID>\SYS\exe\run\
Location of SAP Cryptographic Library: <DRIVE>:\usr\sap\<SID>\SYS\exe\run\sapcrypto.dll

Check the file permissions for the SAP Cryptographic Library. If, for example, you copied the library to its
location using ftp on UNIX, then the file permissions may not be set correctly. Make sure that <sid>adm
(or SAPService<SID> under Windows NT) is able to execute the library's functions.

Copy the ticket file to the sub-directory sec in the instance directory $(DIR_INSTANCE).

Examples
UNIX:

DIR_INSTANCE: /usr/sap/<SID>/<instance>
Location of the ticket: /usr/sap/<SID>/<instance>/sec/ticket

Windows NT:

DIR_INSTANCE: <DRIVE>:\usr\sap\<SID>\<instance>
Location of the ticket: <DRIVE>:\usr\sap\<SID>\<instance>\sec\ticket

Set the environment variable SECUDIR to the sec sub-directory. The application server uses this variable
to locate the ticket and its credentials at run-time.

NOTE: If you set the environment variable using the command line, then the value may not be applied to the
server's processes. Therefore, we recommend setting SECUDIR in the startup profile for the server's user or in
the registry (Windows NT). Also, please refer to SAP Note 0000510007 for more details.
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Creating HTTPS service
1) In SMICM->GOTO->SERVICES

[E sService Edit Goto Lst Settings System  Help

& FdB @@ LHE nhiod BR @

ICM Monitor - Service Display
L& 5| & F F B HTEH T 5HeaEg H 4 » M

Active Services

No. Log Service Name/Port Host Name Keep Alive Proc.Timeo BActv External Bind ACL File
1
Q_J 1 HITP 8000 PDKSASPS032. corp.osi 600 600 o
(] 2 HTTES 143 PDKSASPS032. corp.osi 600 600 o
(] 3 SMTE 2500 PDKSASPS032. corp.osi 240 600 o

2) Click on Service->Create

Enter the following parameters as shown below. However, please use the Port Number according to

your configuration:

= Service Edit Goto List Settings System Help

& | JH C@e@  SHE Do EE
ICM Monitor - Service Display

=& F F B A TEHTWL B B MW -

[E Define New Service 3

ok Host NHame Keep

=
New Service Port I_443[]1

PDESASPS032.corp.osi
Log HTTPS PLOESASPESO052.corp.osi
PDESASPS032.corp.osi

ACL File

Keep Alive (in Sec.) 600

Max. Processing Time 600

SSL Client Verification 1 Optional

[T |Use External Binding Program

O
x|
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3) Finally click the Create icon. The new service will be created.

Creating Self-Signed Certificates in the PSE
1) Intransaction STRUST
Select the PSE node in which you are going to create the self-signed certificate. For example for SSL

Server Standard:

[ psE Edit Gote Certificate  Environment  System  Help

& 4O e CHE DL BAE @m
Trust Manager

v [J system PSE SSL server Standard
- ¥ SNC SAPCryptolb Own Certfiicate

+ (¥ 5SL server Standard

» [J SSL client SSL Client (Anonyr Owner ChN=pdxsasps032.corp.ositax.com, OU=10020735122, OU=SAP ..
¢ [J 5SL client S5L Client (Standa (Self-Signed)

+ ¥ 5SL client WSSE Web Servici

+ ¥ WS Securtty Standard Certificate List

- ¥ WS Security Other System E
v (1 WS Sacurity WS Security Ket
* & Fle

- ¥ SSF Collaboration Integration
+ [ 55F E-Learning

Owner

l Veri. PSE Jl[ﬁ Password

Certificate

Owner
Issuer

Serial Number (Hex.)
Serial Number (Dec.)
Valid From to

2) Right click on the node and select Create

[5 pst ot Goto Cemficate Enyronment  Swstem  Help w

& ~dBe@a DHE nhod Al @8

Trust Manager

v O SymempsE SSL survir Standard =
+ 3 SNC SAPCryDtolh v Cerbicate %
- % sSLservers

v [ S5Lchant 55 Lvake Owner s st QU=J00207 35122, QU=3AF _
v [ 550 chant 568 Chant (standa || L B (Sef-Sgned)

+ 3 581 chent WESE Web Senc

+ B WS Secuity Standad Certhicate Lt
= 3 WS Security Other System E

v (0 W5 Security W5 Securkty Ke:

- e

+ ¥ s5F Colaborabion Integration

¢ (3 ssF e-Learnng

Owner

o

B veirst [&  pewwoe

Certficate
Owiner
Issuer
Seral Number (Hex.)
Seral Nember (Dec.)

Vakd From to
Algorhm Key Length
Chiedk sum (MUs)

Chedksum (SHAL)

AP B COS(3) 400 ™ POXSASPS032 | INS =y

_ B
W'g_ T AP SO EESRQ% Qe :
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3) Press Enter on the next two screens:

E pSE  Edit Goto Certfficate  Envionment  System  Help

(] B C@e@ CHE onhod  BEE @m
Trust Manager
+ [J system PSE | 5L server Standard |
+ 3 SNC SAPCryptolib ([Own Certiicate |
+ ¥ sSL server Standard ; - :
» (7 SSL client SSL Client (Anonyr Owner CN=pdxsasps032. corp.ositax.com, OU=10020735122, QU=SAP ..
» (3 s5L dlient S5L Client (Standa (Self-Signed)
» ¥ 55L client WSSE Web Servic
« ¥ WS Security Standard [ Certfficate List

+ ¥ WS Security Other System E
v [J WS Security WS Security Ke!

Owner

- & File
« ¥ SSF Colaboration Integration
v [J sl -
Narme l'_‘.corp.odtax.com J' F hd
Org. (Opt) |10020735122 [
Comp./Org. [saP web aAs | E
Country I | j
cA [0=5AP Trust Communty, c=DE_ |23] |-
Algorithm R RSA v
Key Length 1024 - L ‘
| ‘
T U
Valid From I I lto I I |
& (e CHE Do BEE @

r T 1
I_DN of Standard PSE J(.'N=*.cnrp.naitax.cnm, QU=I0020735122, QU=SAP Web AS, 0=SAP Trust .. |
|
* - 1
v (s Instance-Specific PSEs D..
» (I Host Ins... St... Distinguished Mame

+ XS PDXSASP5032 0O CN=pdxsasps032.corp.ositax.com, OU=I0020735122, OU=5AP Web AS, O=5A. *

- |

Instances with empty Distinguished Mames will be assigned the standard PSE

viEEE u
._—|

eral Mumber {(Dec.

4) A new self-signed certificate is create under the PSE you selected as shown below:
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=y PSE  Edit Goto  Certificate  Environment  System  Help

& B e DHE DDO8 RE @
Trust Manager
* (] system PSE SSL server Standard

-+ % SNC SAPCryptolib

~ &4 S5L server Standard
. |I:| PDXSASPSUBZ_CDS_UUl D_WIE CN=pdxsasps032.corp.ositax.cam, OU=10020735122, QU=S5AP ..

» (7 sSL client SSL Client (Anonyr |@ | (Self-Signed)

» (7 s5L client S5L Client (Standa

= ¥ SSL client WSSE Web Servic' | [ certificate List

+ ¥ WS Security Standard

+ ¥ WS Security Other System E

» (I ws Security WS Security Ker

* & Fie

+ ¥ SSF Colaboration Integration "

» (7 SSF E-Learning

Own Certificate

Owmner

E

| Veri. PSE ||[91 Password

Certificate
Cwner

Issuer
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