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ABOUT ONESOURCE TAX INFORMATION
REPORTING USERS

Before a ONESOURCE Tax Information Reporting user can access and use the ONESOURCE Tax Information
Reporting application, he or she must be added as a user in ONESOURCE Classic
(www.onesourcelogin.com). ONESOURCE Classic provides single sign-on capabilities, which allows users to
login one time to access all licensed Thomson Reuters applications without logging in to each application
separately.

After the user is added in ONESOURCE Classic, the user has access to the ONESOURCE Tax Information
Reporting application. However, for the user to be able to use ONESOURCE Tax Information Reporting , he or
she must be provisioned. When a user is provisioned, a user profile is assigned to him or her. User profiles are
a group of options and rights that limits a user's access to payer, form and recipient data as well as the features
included in the ONESOURCE Tax Information Reporting modules. As such, a user profile is a type of role-
based security where a user can be limited to performing only those tasks in ONESOURCE Tax Information
Reporting that are necessary for carrying out his or her job responsibilities.

Users who are set up as system administrators in ONESOURCE Classic can add users in ONESOURCE
Classic. ONESOURCE Tax Information Reporting security users can authorize new users to use ONESOURCE
Tax Information Reporting and modify existing ONESOURCE Tax Information Reporting users so that they can
be added to the Admin profile.
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ABOUT THE MICROSOFT SILVERLIGHT PLUG-
IN

The administrative sections of ONESOURCE Classic require that you have the Microsoft® Silverlight® plug-in
installed on your computer. Silverlight is similar to Microsoft ActiveX®, which and allows greater security in
uploading or downloading your files. If you run Microsoft Internet Explorer® on Windows® 10, you will need to
turn on Compatibility View for ONESOURCE Tax Information Reporting . See the Setting Internet Settings
guide, which is posted to the Customer Center, to learn how to turn on Compatibility View.

D/‘ You may need administrative rights to install the Silverlight plug-in on your system. We encourage

- you to check with your IT department for information on administrative rights and requirements for
Silverlight.

To download the Silverlight plug-in:

1. Access ONESOURCE Classic at www.onesourcelogin.com.

2. Click the View browser requirements link.
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4 About the Microsoft Silverlight Plug-Iin

The View browser requirements page displays and shows you the version number and status for the
Silverlight plug-in installed on your workstation.

View browser
requirements

VERSION NUMBER:

EMABLED:

BASIC REQUIREMENTS
Please use this table to confirm that
your computer meets the minimum M £t Internet E 7.0 ¥
requirements for using WorkFlow skl *plocar &2 o
Manager, FileRoom, Calendar.

Brovaer Cookies Yes

If any items are missing or not

enabled, please contact your Migw poprup Windoss =

Administrator. x Trusted Site Security ~
é Silverlight 5.1.20513.0 Yes
'é WORKFLOW MANAGER
E Adobe Beader or Acrobat 6.0+ Yes
g Adobe Flash Playar 7.0+ Yas
5 Coammon Contrals Active X macometl oo (6.1.97.86) Yes
MSXML 4.0 582 mszombd . dll (4.20.9841.0) Yas
Visual Basic Virtual Machine mgvbyenEd.dil (6.0.97.97) Yas

3. Click the Silverlight link.
4. Review the Silverlight plug-in information displayed on the Get Microsoft Silverlight page.

If the Silverlight plug-in is not installed on your workstation or you need to update the version installed on
your workstation, follow the steps listed on the Get Microsoft Silverlight page to complete the download
and installation process.

5. Close the Get Microsoft Silverlight page.
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ADDING AND PROVISIONING USERS

If you are a ONESOURCE system administrator, you can add users in ONESOURCE Classic. Adding users in
ONESOURCE Classic includes assigning Universal IDs and entering initial user passwords.

To add users in ONESOURCE Classic and assign Universal IDs:

1. From the ONESOURCE Classic menu, click Menu then click Setup.
ONESOURCE
Applcations 1 3 1 Pages Meny Help Log Of
ANNOUNCEMENtS ONESOURCE 1088 ONESOURCE 1098 Support Enity Manager
& Users
& Manage Providers SETUR
f Groups
@ Configurations The 38bu2 Section alows you 1o
& [ Reports * Creabi mew USers, proups and page templates
& Secunty * Update each user, group of page template and their associated gadgets
Clear Al Gadgets Cache " View summary repors
* Configure single sign-on
Ceniralized Lists

Click the setup links 1o the keft bo et started.

2. Click Users in the Navigation area.

Acti -
3. Click Actionsthen click Add New.
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6 Adding and Provisioning Users

New User

Lagin Check Availability

Full Name

Email

Password Rules

l
l
l
J

Verily Password

|
")

Remove

Location

|
|
|
Password |
|
|

User must change password al next logon of

Disabile User (With Comments) (| | |

Accoun expires on L] [Mrddryyy E

Data Provider 4“" b

Group Assignment | Single Sign On

Available Groups Member ol

Administralons
{AnnoURCEmEnT_Systim_0SW
Community_System_OSW
Contactadmin_Syslem_OSW
EntityLinifBrowsar_Sysbem_OSW
Manage_Links_System_0SW
Mappang_System_oSwW
Marketing

Purge Group

Scan Operators
Sell_Regisiration_Adman_System_OSW
TrustAdmin_System_0SW
TrustProdAsst_System_OSwW
TrugtTa:_System_OSW
TrustTacWeb_System_OSwW

0o

4. Enter the Universal ID for the user in the Login field.

D/‘ Universal IDs must be unique to ONESOURCE Classic. You can determine whether a
- Universal ID is unique (and available) by clicking Check Availability.
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10.

11.

12.

Adding and Provisioning Users

Enter the user's first and last name, and email address in the Full Name and Email fields. A valid email
address is required. After the user is successfully added to ONESOURCE Classic, a confirmation email is
sent to the user's email address so that the user can complete the setup.

Enter the user's initial password in the Password and Verify Password fields.

| | /z Passwords must meet specific criteria. To view the password criteria, click Password Rules.

If the user you are adding is a contractor or temporary employee and you want to disable access when the
employment contract ends, select the Account expires on check box then type the date (in mm/dd/yyyy

format) the contract ends in the corresponding field. You can also select the date by clicking .
Click the Group Assignment tab at the bottom of the UserDetails Page.

Assign the user to one or more groups. To assign a user to one or more groups, select the groups from the

in the Available Groups list then click to assign the groups to the user. The assigned group displays
in the Member of list. To remove the user from a group, select the group name in the Member of list then

click . The group name moves back to the Available Groups list.

D/‘ A group in ONESOURCE Classic is similar to a profile in ONESOURCE Tax Information
_ Reporting . Because you are a 1099 client, you will see the 1099 group. Adding a user to the
1099 group grants that user access to ONESOURCE Tax Information Reporting .

Create
Click Create - A message displays, informing you that the user was successfully added to
ONESOURCE Classic.

After you create the user in ONESOURCE Classic and the user has access to ONESOURCE Tax
Information Reporting , you will need to open the ONESOURCE Tax Information Reporting application to
provision the user in ONESOURCE Tax Information Reporting .

Launch ONESOURCE Tax Information Reporting by clicking Applications on the ONESOURCE Classic
menu then clicking ONESOURCE Tax Information Reporting.

Provision the new user in ONESOURCE Tax Information Reporting . New users will not be able to access
ONESOURCE Tax Information Reporting until you complete this step. To provision a new user:

a. Click the Security module.

b. Answer the security questions.
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8 Adding and Provisioning Users

c. Clickthe New Users section.

d. Selectthe user profile for the new user from the Profile drop-down list to assign a user profile and
any user-specific privileges to each new user.

e. Click Authorize.
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ONESOURCE CLASSIC SECURITY OPTIONS

The security options for ONESOURCE Classic include password policies and security thresholds. Password
policies are a group of restrictions for user passwords, which include password length, strength, age and re-
use. You can use the default ONESOURCE Classic password policy or you can establish and maintain a
password policy that is specific to your organization.

Security thresholds are additional security features for preventing unauthorized access. For example, as a
system administrator, you can set the number of incorrect passwords users can enter before they are locked
out of ONESOURCE Classic.

REVIEWING THE DEFAULT ONESOURCE CLASSIC PASSWORD
POLICY AND ESTABLISHING YOUR PASSWORD POLICY

To review the default ONESOURCE Classic password policy and establish your password policy:

1. From the ONESOURCE Classic menu, click Menu then click Setup.

Applications t Pages Menu  Help  LogOff
Announcements OMESOURCE 1099 OMESOURCE 1099 Suppont Enfity Manager
& Users
& Manage Providers SETUP
& Groups
The 568 tian alows you
@ Configurations i sefup section alows you ko
@ [* Repars * Create new USErs, groups and page emplates
& Secunty * Update sach user, group of pape template and their associaled gadgets

* View SUmmary repors
* Configure singhe sign-on

Clear &l Gadgets Cache
Centralized Lists
Click: the sebup links 1o the kelt bo get started
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10 ONESOURCE Classic Security Options
Reviewing the Default ONESOURCE Classic Password Policy and Establishing Your Password Policy

2. Inthe Navigation area, click Security then click Password Policies. The Password Policy page displays.
The Password Restrictions tab is used to set restrictions for user passwords, including password length,
strength, age and re-use.

Password Policy

| Password foratreton | Securty Thmnsd |

- Maramum Pasieond Length
EpisCay [Pl PRRETEET PN OF (LI RN PN 104 DISSWOIT e (- 5E)
- Maximem Pasvword Lemgi
Epacdy B maero momber of £hanss Sy cemned o parppsnd lergh (717501
FPaniwerd carmol b e a4 IOgn nerms

255

Fasnmeed SErenglh
Soecly how oy of T IIowing charachi' sela (Lg 10 100} muad be resreaenind wilhins niw panswords. A mix of & iednd S valls Spe B highly secormmended

Engini upperins chirscuns (b2 - Muriers (peclcaly dgisc 012 34 58T 69 3
- Engint iowert i Charsciin (3-) - Non-sigharurmens charscsn 6.0 @95 ok ) L

o Bl Kon-Setdrurmaiee s 15 B Boiiwry) ISl
__Ilurmr'-lmlpl
Epwcdy P marrr numtes of dapy (-5 @ paneesed mury b uned balors £ sapenes e wil b reguand o g hange S ponpened durng Be el logn Solowing saperaton Bl moy 3 Chooss B phangs # prge o eepraton
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3. Onthe Password Restrictions tab, review and, if necessary, set the following required fields:

e Minimum Password Length-Passwords must contain between 6 and 255 characters. The default
minimum length is 8 characters.

« Maximum Password Length-Passwords cannot exceed 255 characters. The lowest maximum
length is 21 characters.

« Password Strength-Enter the number of character sets that must be used in passwords. At least
three character sets are recommended. The character sets include:

o English uppercase characters (A-Z)
« English lowercase characters (a-z)
o Numbers (0-9)

o Special characters,suchas @Q#$ % " &
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ONESOURCE Classic Security Options 11
Reviewing the Default ONESOURCE Classic Password Policy and Establishing Your Password Policy

For example, if the Password Strength field is set to 3, a valid password would be Tuesday12
because the password contains an uppercase letter, lowercase letters and numbers.

« Password History/Password reuse restriction-Select the corresponding check box for storing
old passwords. Old passwords can be stored in one of two ways:

« Based on number of previous passwords-If you select this method and enter, for example,
10 in the corresponding field, then a password that matches one of the previous 10 passwords
cannot be used.

« Based on time period-If you select this method and enter, for example, 120 in the
corresponding field, then a password that matches a password in the previous 120 days cannot
be reused.

4. Review and, if necessary, change the following optional fields:

« Password cannot be same as login name-Select this check box to prevent the use of login
names in passwords. For example, John Smith cannot use JohnSmith1 as his password.

« Restrict non-alphanumeric characters to the following list-ONESOURCE Classic has no
restrictions on non-alphanumeric characters. However, you can limit the characters users can
choose from. For example, if this check box is selected and the non-alphanumeric characters are
restricted to $, #and ?, then a valid password would be Tuesday#12. An invalid password would be
Tuesday@12.

« Maximum Password Age-Select this check box then enter the maximum number of days (1 to 999)
a password can be in use before it expires. Users are required to change their passwords during the
next login attempt following expiration. For example, entering 30 would require users to reset their
ONESOURCE passwords every 30 days.

« Minimum Password Age-Select this check box then enter the minimum number of days (0 to 999)
a password must be in use before it can be changed. For example, entering 7 requires the password
to have existed for one week before it can be changed.

Entering a value greater than zero prevents users from bypassing the Password
History/Password reuse restriction. For example, if the Based on number of previous
passwords method is set to 10, then a user could change his or her password 10 times in one day to
reinstate the current password. Setting the minimum age to one day requires that a password exist
for 24 hours before it can be changed.
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12 ONESOURCE Classic Security Options
Reviewing Your Password Rules in ONESOURCE Classic

« Password Expiration Warning-If a user's password is about to expire, a warning is issued during
login. You can specify the number of days (0 to 30) prior to password expiration that users will be
warned. For example, entering 5 generates a password expiration warning each time the user logs in
during the five days prior to the login expiration date.

5. Click Save. If you need to reset your password policy to the default values, click Reset.

REVIEWING YOUR PASSWORD RULES IN ONESOURCE
CLASSIC

You can review your password rules by completing the following:
1. From the ONESOURCE Classic menu, click Menu then click Options.

2. Clickthe Change Password link under the Security Information heading.

Change Password
Existing Password
New Password

Password Rules

Verify New Password

Save ‘ Cancel

3. Click the Password Rules link. Your password rules display.

4. Click Cancel or close the Change Password page after you finish reviewing your password rules.
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ONESOURCE Classic Security Options 13
Setting Security Thresholds

SETTING SECURITY THRESHOLDS

To set security thresholds:

1. From the ONESOURCE Classic menu, click Menu then click Setup.

Clear &ll Gadgets Cache
Centralized Lists

ONESOURCE
Applications 1 Pages  Menu  Help  Log OS
Annguncements OMESOURCE 1099 OMESOURCE 1039 Suppodt Entity Manager
& Users
& Manage Providers SETUP
& Groups
The s tion alows y
& Configurations B SRAUD SECHon JOwS YOu o
= |" Reparts * Create new users, groups and page templates
& Securily * Update sach user, group of pape template and their associated gadgels

* View Summary repors
* Configure singhe sign-on

‘Chick; the sebap links o the kel to gl started

2. Inthe Navigation area, click Security then click Password Policies.

3. Click the Security Threshold tab.
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14 ONESOURCE Classic Security Options
Setting Security Thresholds

Password Policy
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4. Setthe Lockout Threshold field. This is a required field. Enter the maximum number of incorrect
passwords (between 2 and 20) that users can enter before they are locked out. After a user is locked out,
the user can:

« Wait for the Lockout Duration interval, then try to login again. This option is available to users only if
the Lockout Duration check box (see step 6 for details) is selected and a lockout interval is entered.

o Click the Forgot password? link on the ONESOURCE Login screen to reset the password.
« Contact a system administrator to have the account unlocked.
5. If you want, set the following optional fields:

« Lockout Duration-Select this check box then enter the number of minutes (1 to 1440) that can
elapse between when a user is locked out and when the user's password is automatically unlocked.
This gives users the option to wait during the specified period rather than resetting their password or
contacting a system administrator.

« Inactivity Threshold-Select this check box then enter the number of days (1 to 400) that can elapse
without the user logging in before he or she is locked out. A system administrator must re-enable the
user and reset the password before the user can login again.

6. Click Save. If you need to reset your security thresholds to the system default values, click Reset.
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RESETTING ONESOURCE CLASSIC
PASSWORDS

ONESOURCE Classic passwords can be reset from the ONESOURCE Classic Login page when a user or
ONESOURCE Classic system administrator cannot remember his or her ONESOURCE Classic password, or
when the lockout threshold was exceeded. AONESOURCE Classic system administrator can use the Change
Password page in ONESOURCE Classic to change his or her password even though the password is not
forgotten.

RESETTING A PASSWORD FROM THE ONESOURCE CLASSIC
LOGIN PAGE

Toreset a password from the ONESOURCE Classic Login page:

1. Access ONESOURCE Classic at www.onesourcelogin.com.

2. Click the Forgot password? link.
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16 Resetting ONESOURCE Classic Passwords

Reset Password from Change Password Page
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Forgod password?

A message displays, asking you to enter the email address of the user who needs his or her ONESOURCE
Classic password reset.

3. Enter the email address of the user who needs his or her ONESOURCE Classic password reset.

4. Click Send. Instructions for resetting the ONESOURCE Classic password are sent to the user's email
address.

RESET PASSWORD FROM CHANGE PASSWORD PAGE

As a ONESOURCE Classic system administrator, you can use the Change Password page to change your
password even though you have not forgotten your password.

Toreset a password from the Change Password page:
1. From the ONESOURCE Classic menu, click Menu then click Options.

2. Click the Change Password link under the Security Information heading.
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Resetting ONESOURCE Classic Passwords 17

Reset Password from Change Password Page

Change Password

Existing Password
New Password

Password Rules

Verify New Password

Save ‘ Cancel

3. Enter your existing password in the Existing Password field.

4. Type the password you want to use in the New Password and Verify new password fields.

5. Click Save.
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